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VLAN Division of Huawei Core Switches

Overview

When an untagged frame arrives at an interface, the switch adds the PVID of the
interface to the frame. The frame is then transmitted in the VLAN specified by the
PVID.

Key Takeaways

VLAN partitioning on Huawei core switches isolates broadcast domains, enhances
security, and allows flexible network segmentation.

Overview of VLA

N PartitioningVLANs (Virtual Local Area Networks) divide a physical LAN into multiple
broadcast domains, ensuring that devices in one VLAN cannot directly communicate
with devices in another VLAN without routing. This improves network performance,
security, and manageability on Huawei core switches such as the CloudEngine 12800
series or S5700/S6720 series.

VLAN Assignment Methods

Huawei switches support several VLAN assignment modes: Interface-based VLANSs:
Each port is assigned a PVID (Port VLAN ID). Untagged frames arriving at the port are
tagged with the PVID and forwarded within that VLAN. This is simple and effective for
fixed-location devices.

MAC-based VLANs: VLAN membership is determined by the source MAC address. This
allows users to move physically without reconfiguring VLANSs, suitable for mobile
devices. IP-based VLANs: VLANSs are assigned based on source IP addresses and
subnet masks, useful for policy-based segmentation.
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Protocol-based VLA

Ns: VLANs can also be assigned according to specific protocols or policies for
advanced traffic management.

Configuring VLA

Ns on Huawei Core SwitchesCreate VLANs: Enter system view and create VLANs
individually or in batch. Optionally, add descriptions for clarity. CodeCopysystem-
viewvlan batch 10 20 30description "VLAN 10 - Sales, VLAN 20 - IT, VLAN 30 -
Management" Assign Ports to VLANs: Configure ports as access, trunk, or hybrid
depending on the devices connected.

Access ports are for end devices, trunk ports carry multiple VLANs, and hybrid ports
can handle both tagged and untagged traffic.

Code
Copyinterface Gigabit

Ethernet 1/0/1port link-type accessport default vlan 10 For multiple ports:
CodeCopyinterface range GigabitEthernet 1/0/2 to 1/0/10port link-type accessport
default vlan 20 Configure VLAN Interfaces (SVIs): Assign IP addresses to VLAN
interfaces for inter-VLAN routing and management.

Code
Copyinterface Vlanifl0ip address 192. 168. 10.

1 255. 255. 255.

0 Inter-VLAN Communication: Enable routing between VLANs using Layer 3 interfaces
or VRRP/OSPF for redundancy and high availability.

Advanced VLA

N Features: MUX VLAN: Allows multiple VLANs to share a single uplink while
maintaining isolation.mVLAN: Integrates management and data VLANs for simplified
administration. Transparent Protocol Transmission: Ensures efficient forwarding of
protocol packets across VLANS.

Best Practices
Limit VLA

N size to reduce broadcast traffic and improve performance. Use trunk ports for
uplinks between core and distribution switches. Apply security policies to restrict
VLAN access and prevent unauthorized communication.
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Document VLAN I

Ds, port assignments, and IP addressing for easier maintenance. Regularly monitor
VLAN traffic and adjust configurations as network requirements evolve. By following
these steps, Huawei core switches can be effectively partitioned into VLANS,
providing scalable, secure, and manageable network segmentation for enterprise
environments.

Article Content
Configuring the Core Switch

When configuring interfaces and routes, you need to specify a VPN instance to isolate
public network routes from the return routes from the firewalls destined for the
egress routers through

Typical VLAN Configuration

When an untagged frame arrives at an interface, the switch adds the PVID of the
interface to the frame. The frame is then transmitted in the VLAN specified by the
PVID. It is simple to define VLAN

01-04 VLAN CONFIGURATION

Two switches are deployed in different locations (for example, on different floors of a
building). Each switch is connected to two PCs belonging to different VLANs, which
may belong to different entities

01-04 VLAN CONFIGURATION

Assign VLANs on Switch_1 and Switch_2, configure Switch_1 and Switch_2 to
transparently transmit VLAN packets to the Layer 3 switch, and configure a VLANIF
interface for each VLAN on the Layer 3

Huawei VLAN Configuration on Huawei Switches » | Huawei NE40

In this lesson we will learn Huawei VLAN Configuration on Huawei Switches. VLAN
Configuration is one of the key lessons for Huawei HCNA.

Huawei Switch VLAN Configuration: Are You Overlooking These

VLANSs (Virtual Local Area Networks) on Huawei switches like the S5700 or
CloudEngine series let you isolate departments, prioritize 10T devices, and lock down
sensitive data ...

Step-by-Step Guide to Configure VLAN and Bind Ports on a Huawei
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Configuring a Huawei switch to assign an IP address to VLAN 1 and binding multiple
ports to it can seem challenging, but this step-by-step guide simplifies the process.

Huawei: VLAN division configuration method and principle, realize the ...

Principle: All interfaces of the switch are default in VLAN1, and the data received in
the VLAN1 interface can only be forwarded in VLAN 1, so different VLANs can be
isolated in different interfaces.

How to Create VLAN on Huawei Switch: Are You Overlooking

Creating a VLAN on a Huawei switch isn"t just a technical task—it"'s a strategic move.
From blocking hackers with port isolation to slashing costs through smart
segmentation, every step

Configure VLANs on Huawei Switches Like a Pro in 10 Minutes!

In this Huawei VLAN Configuration lesson, you will learn how to configure Virtual LANs
on Huawei switches. After this lesson, you will be familier with VLAN commands of
Huawei switches.

Configuring the Core Switch

Configuring the Core Switch Context In this scenario, IP addresses of the interfaces
connecting the core switch to the BRASs and firewalls and OSPF need to be
configured on the core

Configuring Devices to Be Managed by the Controller (in the Hybrid ...

Aggregation and access switches (switches running V600 or switches running V200)
need to go online using VLAN 1 in plug-and-play mode. Choose from the main menu
and verify that the

VLAN Configuration

With VLAN mapping, a switch maps the VLAN tag of a frame to another VLAN tag
after receiving the frame and before sending the frame. On the network shown in
Figure 1-382, ports connecting CE 1 to

01-04 VLAN CONFIGURATION

VLAN Switch switch-vlan VLAN Switch switch-vlan requires a pre-configured static
forwarding path along switching nodes on a network. When a switching node receives
VLAN-tagged frames matching

VLAN Configuration

VLAN Configuration Virtual local area networks (VLANs) have advantages of
broadcast domain isolation, security improvement, flexible networking, and good
extensibility. VLAN Overview

© 2026 ROGER FIBRE ATELIER - All rights reserved



Page 5/5

What Are VLAN Specifications Supported by CE Switches?

What Are VLAN Specifications Supported by CE Switches? CE switches support 4063
VLANs. The VLAN ID ranges from 1 to 4094. VLAN 1 exists by default, and VLANs
4064 to 4094 are

Configuring Interface-based VLAN Assignment

Networking Requirements On a data center network shown in Figure 2-21, access
switches SwitchA and SwitchB connect to core switch SwitchC. SwitchA and SwitchB
connect to the production and office

Inter-VLAN Communication

Similar to intra-VLAN communication described in Intra-VLAN Communication, inter-
VLAN communication goes through three phases: packet transmission from the
source host, Ethernet

Related Video Reference

This video was associated with the source search result. Verify technical details
against current product documentation and project requirements.

Contact Us

Continue your research online:

Website: https://artduferoger.fr
Technical inquiry: https://artduferoger.fr/contact.html

This document is for preliminary research. Verify specifications against current
standards, product documentation and project requirements.
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